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EU Digital Markets Act(DMA)
and its implications on
security and privacy
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Could the DMA bring a new “Cambridge Analytica"?
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The DMA pursues economic goals

Interoperability is meant to promote
competition
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The DMA pursues economic goals

Interoperability is meant to promote
competition
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Complexity nexus: interoperability, privacy, security

One Protocol to Rule Them All?
On Securing Interoperable Messaging

Jenny Blessing! and Ross Anderson'?

! University of Cambridge
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Interoperability risks

1. Datasharing and data mining
2. Phishing and identity fraud

3. Security lags

Made even worse by the “Yes’ click syndrome
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Addressing the risks is a significant challenge

¢ Thinking of real users and real threats
o Ensuring enforcement of privacy and security laws

o What if an attacker comes from an uncooperating country?
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The UK Open Banking example: the road not taken
by the DMA

¢ High implementation costs and challenges

o Overseen by a special regulatory body

¢ Limitations in applying banking models to diverse digital services
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Three interoperability mandates in the DMA

¢ Aprohibition against restricting users from switching between and
subscribing to software and services accessed using core platform
services — Article 6(6)

¢ Anobligation for gatekeepers to allow interoperability with their
operating system or virtual assistant — Article 6(7)

¢ Anobligation on the interoperability of number-independent
interpersonal communications services — Article 7
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Privacy/security protections either inadequate or
at risk of being watered down

o General reference to other laws (like the EU GDPR) — Article 8(1)

o Permission for gatekeepers to adopt measures “strictly necessary and
proportionate” to protect user privacy and security — Article 6(7), 7

o Levelof security provided to end users “shall be preserved across
interoperable services” — Article 7(3)
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Conclusions and takeaways

¢ Tension between some economic policy tools and privacy/security

o The DMA's authors clearly prioritised economic goals,
acted as if privacy/security are “easy” or “already solved”

o Thiscreated significant uncertainty, and will require the courts to
intervene — a feature of poor legislation
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