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Ienovation-based competition 2nd ex-ante reguiations
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Innovatian-tased competition and ex-ante reguiations EFrolfSchrepel Kaorean National Aszzmbly Paged
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Compe imulates innovation.
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Examples: the EU Digital
Ex ante: [ati Markets Act, the EU Digital
the e Services Act, the EU
Intelligence Act...
Ex ante rul
what b DMA:
prohibited o ] ctors(art 2)
before they are| epers (art 3)
es(art 5+ 6)
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Innovatian-bassd competition and ex-ante requiations EFrolfSchrepel Kaorean National Aszzmbly

Cannot be adapted even if harmful

to innovation: one may fear the DMA
‘will freeze markets (self-

ncing + combining data)

er ex-ante rules
+if what was

Page7
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Innovatian-bassd competition and ex-ante requiations EFrolfSchrepel Kaorean National Aszzmbly Paged

Understand — ~
{network
analysis]

Detect
(scraping
using ML)

(agentbased v
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Enforce
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contracts)
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Innovatian-tased competition and ex-ante reguiations EFrolfSchrepel Kaorean National Aszzmbly Page 10

- Abuse of dominance:

 detection of abusive contract clauses e g Poland)

 » monitoring terms and canditions of platforms le.g. Lusembourg)

 identifying potential harms thravgh analyzing anline choice architectures (Poland, UK)

Armenia, Colambia, Greece)
platforms (e.g. Taiwan, Torkiye)
ictures (e.q. Chile, Spain}

documents (e.g. Singapore]
mengers|{e.q. Taiwan)
{e.g LK}

Innovatian-tased competition and ex-ante reguiations EFrolfSchrepel Kaorean National Aszzmbly Page 10
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Innovatian-tased competition and ex-ante reguiations EFrolfSchrepel Karean Hational Assembly

Adaptive to their effects:
document the effect (implement
WL set targets, and conduct
' r+public assessments

If ex-post is

Pagel

Inovalion-based competition and ex-anle requiations BfrodSchveps Farean National Ass=mbk
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Innovatian-bassd competition and ex-ante requiations EFrolfSchrepel Kaorean National Aszzmbly

Europeans will start
publishing empirical
work on the DMA
(compliance no later

Page 13
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Innovatian-bassd competition and ex-ante requiations EFrolfSchrepel Kaorean National Aszzmbly Page 14

Firms are geared toward efficiency
or innovation = ex ante rules can at

ion-based ition and x-ante i @frodScheepe Kaorean Nationzl Aszambly Pagely
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GDPR and the Lost Generation of Innovative
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Innovatian-tased competition and ex-ante reguiations EFrolfSchrepel Kaorean National Aszzmbly Page 15
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EU Digital Markets Act(DMA)
and its implications on
security and privacy

DjZato| HEMEH|X| D4
(M2] thatm)







Privacy and security risks in
regulating digital platforms:
interoperability in the EU DMA

Dr Mikotaj Barczentewicz

University of Surrey and the International Center for Law & Economics

CIX|& SHE A4 &9

T 20|t A|Qt 2O 9[H: EU

C| X[ = Al & (EUDMA)Of [} 2
MAS 284 (Interoperability)

Dr Mikolaj Barczentewicz

University of Surrey, International Center for Law & Economics
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Could the DMA bring a new “Cambridge Analytica"?

% facebook
Cambridge

Analytica

DMAZ} EYUE|0{ & “Cambridge Analytica” AE{2t
Z22 Uo| S = A=7h

hd

Analytica
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The DMA pursues economic goals

Interoperability is meant to promote
competition

DMAZt X|Eote S H, ZH M

42287 (Interoperability)2
AME STIAF|7| Y8t
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The DMA pursues economic goals

Interoperability is meant to promote
competition

GM | <--+ aﬂ Outlook

DMAZL X| &t S &, B8

42287 (Interoperability)2
AME STIAF|7| Y8t

(5Mall «— ﬂﬂ Outlook
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Complexity nexus: interoperability, privacy, security

One Protocol to Rule Them All?
On Securing Interoperable Messaging

Jenny Blessing! and Ross Anderson'?

! University of Cambridge
? University of Edinburgh
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One Protocol to Rule Them All?
On Securing Interoperable Messaging

Jenny Blessing! and Ross Anderson'

! University of Cambridge
? University of Edinburgh
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Interoperability risks

1. Datasharing and data mining
2. Phishing and identity fraud

3. Security lags

Made even worse by the “Yes’ click syndrome

DE D “Yes'S 228} AR K HERE 0|9}
G2 2HAl 5E Q9
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Addressing the risks is a significant challenge

¢ Thinking of real users and real threats
o Ensuring enforcement of privacy and security laws

o What if an attacker comes from an uncooperating country?

o
ngt
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o A M-S A EotE ABS HHoHE %0 52
o TELOJH{A|, B0 B YEQ Al

o HEZIO 2M3t= SAXE HEA CE AR
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The UK Open Banking example: the road not taken
by the DMA

¢ High implementation costs and challenges

o Overseen by a special regulatory body

¢ Limitations in applying banking models to diverse digital services

Aol QZEHZI ALE|: DMA O| &9 =X|7} TR

o MY 225= Yriot Bl &M 4F HH

o 2Lk 71K 8= 48

o W2 DUS KEHE 2 BORE [N MHAE A
ol #1472
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Three interoperability mandates in the DMA

¢ Aprohibition against restricting users from switching between and
subscribing to software and services accessed using core platform
services — Article 6(6)

¢ Anobligation for gatekeepers to allow interoperability with their
operating system or virtual assistant — Article 6(7)

¢ Anobligation on the interoperability of number-independent
interpersonal communications services — Article 7

o H7ZE —HSZE (number-independent) &2 E 4 AH|A
o 422 8H BE o3l
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Privacy/security protections either inadequate or
at risk of being watered down

o General reference to other laws (like the EU GDPR) — Article 8(1)

o Permission for gatekeepers to adopt measures “strictly necessary and
proportionate” to protect user privacy and security — Article 6(7), 7

o Levelof security provided to end users “shall be preserved across
interoperable services” — Article 7(3)

o X8xE18 —EtY (EUGDPR) ZZ0f 1%

o H6Z78, H7Z — Gatekeeper®f 2|3t ALE A} Z2toO[H{A| & 2Ot
9 EE="HEA Hatt F20, 12 &Y AT Y= &Y
g+ UA=E 58

o H7E3E — 2T A HBE= 2O £F2 o 4o 2
87Hs MHIA0 ZH A2t 2H 0|2
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Conclusions and takeaways

¢ Tension between some economic policy tools and privacy/security

o The DMA's authors clearly prioritised economic goals,
acted as if privacy/security are “easy” or “already solved”

o Thiscreated significant uncertainty, and will require the courts to
intervene — a feature of poor legislation

£E, 24

o BHS BE YHMI Zoto[HA|, EOIEH FH 7te| #¥H

o DMA H’82 EXH SH2 AC|IHA|LL BHE2Z,
Z2LO[H{ A, HOF #E ALCt2 S Z0| OfBR| EAL,
Ojof 32 A2 X7
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